NAPSA Scam Advice Forum Feb. 2024

Steve Baker and Debbie Deem
Guest Co-host: Wayne May, Founder Scam Survivors.com

National Elder Fraud Hotline 1-833-372-8311
https://ovc.ojp.gov/program/stop-elder-fraud/providing-help-restoring-hope
National federal hotline for adults 60 and over in reporting fraud and providing
support and resources/safety tips. Many languages.

Report Fraud to Local Police as Well as One or More of These Federal Govt.
Databases

e www.ic3.gov FBI Internet Related Fraud
e www.reportfraud.ftc.gov Federal Trade Commission
e www.identitytheft.gov Report Identity Theft to the FTC

e https://www.uspis.gov/report U.S Postal Inspection Service
o Orreport1-877-876-2455

Resources

e Wayne May Founder Scamsurvivors.com
o ‘Howthings can be faked’ video
= https://www.youtube.com/watch?v=BECkS9xjo3w

e US bans Al-generated voices used in scam robocalls after Biden deepfake
o https://cointelegraph.com/news/fcc-bans-ai-voice-robocalls-illegal-
biden-deepfake

e Al, Voice Cloning And Scams: What You Should Know (includes example)
o https://www.aarp.org/podcasts/the-perfect-scam/info-2023/criminals-
using-ai-voice-cloning.html
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e Artificial Deception: How Scammers Are Using Al to Carry Out Sophisticated
Scams
o https://fightcybercrime.org/blog/artificial-deception-how-scammers-
are-using-ai-to-carry-out-sophisticated-scams/

e The Rise of Generative Al: Possibilities and Pitfalls
o https://fightcybercrime.org/blog/the-rise-of-generative-ai-possibilities-
and-pitfalls/

e The Rise of Al In Phishing Scams: How Scammers Use It And and How We Can
Fight Back
o https://fightcybercrime.org/blog/the-rise-of-ai-in-phishing-scams-how-
scammers-use-it-and-how-we-can-fight-back/

e \Voice Cloning Scams: The Growing Threat To Your Bank Accoun
o https://fightcybercrime.org/blog/voice-cloning-scams-the-growing-
threat-to-your-bank-account/

e When Love Is A Lie: The Rise of Al Powered Romance Scam
o https://fightcybercrime.org/blog/when-love-is-a-lie-the-rise-of-ai-
powered-romance-scams/

e US Senate Subcommittee on Aging Press Release on Al
o Testimony: . Senate Special Committee on Aging Chairman Bob
Casey (D-PA) held a hearing entitled, “Modern Scams: How
Scammers Are Using Artificial Intelligence & How We Can Fight
Back.
= “https://www.aging.senate.gov/press-releases/casey-holds-
hearing-on-role-of-artificial-intelligence-in-
o Brochure ‘Emerging Threat’
= https://www.aging.senate.gov/imo/media/doc/fraud_brochure__e

nglish.pdf
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